
September 8, 2014  

 
Mr. Michael Bardee 
Director, Office of Electric Reliability (OER) 
FERC 
888 1st Street, NE 
ER-1, Rm. 9M-01 
Washington, DC  20426 
 
Dear Mr. Bardee:  
 
I am writing this letter on behalf of the New York State Reliability Council (NYSRC) to request 
limited access to information related to a study undertaken by the Commission and the 
Department of Energy (DOE) on the vulnerability to physical attack of the synchronous electric 
power interconnections in North America. 

The Executive Committee of the NYSRC has been following the various activities stemming 
from the April 16, 2013 attack on the Metcalf substation in California, including releases and 
statements from the Commission, NERC and other sources, as well as stories and reports 
appearing in the media. The Executive Committee is gravely concerned about the threat to 
reliability implicit in any physical attack on power system facilities, and considers an 
understanding of the study of the Metcalf substation incident part of its duty to monitor actions 
that have potential impact on the reliability of the New York electric system.  

It has been widely reported that, in the wake of the Metcalf incident, DOE and the Commission 
conducted a study addressing the vulnerability of the synchronous electric power interconnection 
in North America to physical attack. According to most reports, the study found that attacks on 
as few as nine substations could cause a disruption leading to the collapse, or blackout, of one or 
more of the North American synchronous interconnections.  

The NYSRC Executive Committee is aware that the study is considered confidential, and access 
to its findings has been restricted. We also understand that information as to the identity of the 
nine substations is being released only to the owners of those facilities. However, the NYSRC 
would like to pursue one aspect of the study – the analytical techniques utilized in the conduct of 
the study. Such techniques would include, but not be limited to the following:  

1. The model(s) of the North American synchronous interconnections that was used; and 
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2. Whether the study made use of conventional steady state AC load flow and transient 
stability programs or, if not, what other methodologies were used.  

 
In the view of the NYSRC Executive Committee, an understanding of the analytical techniques 
utilized in this study is essential to the NYSRC’s responsibility for the maintenance and 
enhancement of reliability of New York State’s electric system.  

The NYSRC was approved by the Commission in 1999 as part of the comprehensive 
restructuring of the electricity market in New York State. The mission of the NYSRC is to 
facilitate the maintenance and enhancement of reliability of New York State’s electric system. 
To fulfill its mission, the NYSRC:  

 Establishes NYSRC Reliability Rules that must be complied with by the New York 
Independent System Operator (NYISO) and its market participants. The NYSRC 
Reliability Rules are consistent with, and generally more stringent or specific than NERC 
and NPCC reliability standards.  

 Monitors and assesses NYISO and market participant compliance with NYSRC 
Reliability Rules. 

 Establishes the statewide installed capacity requirement for the New York Control Area.  
 Assesses New York electric system resource and transmission system adequacy.  
 Initiates, monitors and/or participates in actions that have potential impact on the 

reliability of the New York electric system.  
 

The NYSRC carries out its mission in accordance with the Commission-approved NYSRC 
Agreement and the NYISO/NYSRC Agreement. The NYSRC is an independent organization 
whose responsibilities, duties, and obligations are defined by these Agreements.  

We would appreciate your understanding of the NYSRC's need for this information in order to 
carry out its responsibility to maintain the reliability on the New York State power system. The 
NYSRC, of course, would treat this information as confidential. We look forward to your prompt 
response to this request.  

 
Very truly yours,  

 
 
 

Paul L. Gioia  
Counsel 
New York State Reliability Council 
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cc: Mr. Edward Franks 
 Deputy Director, Office of Network Reliability (OER) 
 FERC 

888 1st Street, NE 
ER-1, Rm. 9M-03 
Washington, DC  20426 

 


